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TAMGERDHIE

= P-Value <a(=0.01 or 0.001)DIBRA.
F—=RNIIEFFLEHIE,

= P-Value =a(=0.01 or 0.001)DIRE.
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The checking of the success rate

= The range of acceptable proportions:

a(l-a)
m

l-a +3

X (4 £30 )/m : 99.73% range of binomial distribution,
where y=m (1 -a)ando=ma (1-a ).
a =0.01: significance level
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Success Rate (Example)
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The_checking of the uniformity of

the P-values distribution

The interval [0,1] is divided into 10 sub intervals, and the p-values
that lie within each sub-intervals are counted (F 1).

p-value of p-values: IGMC(9 / 2, x 2 / 2)

m

—t , n— 2 Q0 (Fi_)

where IGMC(n, x) = F(n)J‘e { ad{d ¥ :; mlO
10

The test passes if p-value of p-values > 0.0001
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IUniformity of p-values (Example)_
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The NIST Statistical Test Suite before 2004.12.9

“A Statistical Test Suite for Random and Pseudorandom Number
Generators for Cryptographic Applications”

National Institute of Standards and Technology
(2001)

http://csrc.nist.gov/rng/

Number Test Name
1 Frequency
2 Block Frequency
3 Runs
4 Longest Run
5 Binary Matrix Rank
6 Discrete Fourier Transform
7 Non-overlapping Template Matching
8 Overlapping Template Matching
9 Universal
10 Lempel Ziv Compression
11 Linear Complexity
12 Serial
13 Approximate Entropy
14 Cumulative Sums
15 Random Excursions
16 Random Excursions Variant
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http://csrc.nist.gov/rng/

Summary of Our Revision to NIST SP 800-22 (2003.12)

which affects NIST’s revision on Dec. 9, 2004

= We corrected two points for DFT test.

(1) the threshold T
Jan  —— +/2.995732274n

(2) the variance of the theoretical distribution
2_Npq > Npq
2 O~
= We corrected two points for LZ test.

(1) setting of standard distribution (asymmetric) which has no
algorithm dependence.

(2) re-definition of the uniformity of P-values.

Note: Kaneko(2004) also pointed out the incorrectness of the LZ
test (CRYPTRET 2004 Report).
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ELEIR EHEE (NIST SP 800-22 v.1.8 &RanSure v.2.1.)
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The parameters we used

TEST NAME BLOCK LENGTH

Block Frequency 20000
Template Matching 9
Universal 7

(Initialization Steps) (1280)

Linear Complexity 500 (5000)

Serial 10
Approximate Entropy 10

6

n=10,
a=0.01,
1000 samples

10 keysx1000 samplesx10”76 (sequence length)

total 10”~10 bit
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ASIRETRENICET SR

= 1Y TN00BEYN)DEHRIICHL TISRERIET IRICEITIRERHZME

RER 197 WRERRE (ms) RERMANS

Frequency 10 0.08%
Block Frequency 10 0.08%
Cumulative Sums 30 0.24%
Runs 30 0.24%
Longest Run of Ones 10 0.08%
Rank 180 1.42%
Discrete Fourier Transform 740 5.82%
Nonperiodic Template Matchings 3430 26.97%
Overlapping Template Matchings 140 1.10%
Universal Statistical 140 1.10%
Approximate Entropy 810 6.37%
Random Excursions 10 0.08%
Random Excursions Variant 10 0.08%
Serial 1160 9.12%
Linear Complexity 6010 47.25%
as 12720 100%

¥ LinuxTEAT
¥ HP xw4300C# & (Intel(R) Pentium(R) 4 CPU 3.00GHz, Memory 512M)
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HEREE 7N TUZLBELBRE
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o RIERABRELIEL 4 nk 1%

o Mersenne twister

o VIEELEL
o FDK#t SR S1EEER AL ERMASIC RPGI)—X

*1 eStream|ZDWLVT

200442 A 12E% ST & =BX M D European Network of Excellence for Cryptology (ECRYPT) [C&kYiIs EFbhf=AP ok,
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Copyright© 2010 ChaosWare Inc. Confidential & Proprietary / ZAEHD—EHE -T2 MOE|IMEEH LT ZLET, 25



. IR L EL B S DRanSure CER i 93 L.

= 1000E\MDRanSureff i TETHTANEH
BRI iR

(L MESFMmTAND A S2F AR )=51%
(lua, 2009 AR ESESR)

{RE1:p-valueD S O—HRHE
RE2: FTAMIHIL,

51 % ELVSMER. RE1 RURE2DETOH
T 7hANMAIZ2b—2a iiER

Copyright© 2010 ChaosWare Inc. Confidential & Proprietary / ZAEHD—EHE -T2 MOE|IMEEH LT ZLET, 26



RERFR(100EO=/NAE]E])

R—H 7 ILICxT SR ERMMEREES ELE
WMEE D158 T B iBREE
1000927 ILDI5E: #951%

Copyright© 2010 ChaosWare Inc. Confidential & Proprietary / A& D —HE -T2 HOEMEHELZLET,

27



T ngéh%l 1= |=||||

s FEAEMEIENIST SP 800-22&RanSurelIg
mpEh=ELEEYM1BI1Gbit)&2MTDE
SNATAEXRITIOATIIRITEIZIFRUT

951%.,
s —>HRIRNUIEVODNEENAICEDTLES

o

s —>EHETFAMAZRE )DIBSE/INAT
i, LI WAL OTEH TS
- —>HDFEMICER T,

Copyright© 2010 ChaosWare Inc. Confidential & Proprietary / ZAEHD—EHE -T2 MOE|IMEEH LT ZLET, 28



ELITEDIFEIE

1Gbit MDRanSures A F T

1 EIE¥T 525, 1 0 0[E (1000[=HLE)
LLEDT A R T5 0 %Ki Lo
ERL2V (BBREONIVYKEL

50 %RKRMED) 7T A

Copyright© 2010 ChaosWare Inc. Confidential & Proprietary / AE R O —EE- (X EEDEMEGEHEZLET,

29



BLEEDIMEE(TAMER 2010.3.123R9E )

Camellia 128, RC4, SOSEMANUK, MUGI, HC-128, MT,
FDK ASIC-PRG (pEEELEY), KASUMI (1000)
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. KASUMIBE SR TE 5 SR

s TAMIHRE = 1000
o 15 RELNAE = 470
o 15IREL/INAE = 47.00%

o 988 = 30.40
O *%ﬁﬁ% = 551
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